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The Honorable James L. Robart
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ATTEST: WILLIAM M. McCOO
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

AT SEATTLE
MICROSOFT CORPORATION,
Case No. 2:11-¢v-00222
Plaintiff,
SECOND AMENDED [PROPOSED]
V. EX PARTE TEMPORARY
RESTRAINING ORDER, SEIZURE
JOHN DOES 1-11 CONTROLLING A ORDER AND ORDER TO SHOW
COMPUTER BOTNET THEREBY CAUSE RE PRELIMINARY
INJURING MICROSOFT AND ITS INJUNCTION
CUSTOMERS,
**FILED UNDER SFAL**
Defendants.

Plaintiff Microsoft Corporation (“Microsoft”) has filed a complaint for injunctive and
other relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the CAN-
SPAM Act (15 U.S.C. § 7704); (3) the Lanham Act (15 U.S.C. §§ T114(a)( 1), 1125(a), (¢)); and
(4) the common law of trespass, conversion and unjust enrichment. Microsoft has moved ex parie
for an emergency temporary restraining order and seizure order pursuant (o Rule 65(b) of the
Federal Rules of Civil Procedure, 15 U.S.C § 1116(d) (the Lanham Act) and 28 U.S.C. § 1651(a)
(the All Writs Act), and an order to show cause why a preliminary injunction should not be

granted.

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Microsoft’s Application for Ex Parte Temporary Restraining Order, Lx Parte Seizure and Order
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to Show Cause Re Preliminary Injunction (“TRO Application™), the Court hereby makes the
following findings of fact and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case and there is good
cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against the Defendants under the Computer Fraud and Abuse
Act (18 U.S.C. § 1030); CAN-SPAM Act (15 U.S.C. § 7704); the Lanham Act (15 U.S.C.§§
1114, 1125); and the common law of trespass to chattels, conversion and unjust enrichment.

2. Microsoft owns the registered trademarks “Microsoft,” “Windows,” and *'1 lotmail”
used in connection with its services, software, and products.

3. There is good cause to believe that Defendants have engaged in and are likely to
engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030);
CAN-SPAM Act (15 U.S.C. § 7704); the Lanham Act (15 U.S.C. §§ 1114, 1125); and the
common law of trespass to chattels, conversion and unjust enrichment, and that Microsoft is,
therefore, likely to prevail on the merits of this action.

4. There is good cause to believe that, unless the Defendants are restrained and
enjoined by Order of this Court, immediate and irreparable harm will result from the Defendants’
ongoing violations of the Computer Fraud and Abuse Act (1 8 U.S.C. § 1030); CAN-SPAM Act
(15 U.S.C. § 7704); the Lanham Act (15 US.C. §§ 1114, 1125); and the common law of trespass
to chattels, conversion and unjust enrichment. The evidence set forth in Microsoft’s Application
for an Emergency Temporary Restraining Order, Seizure Order and Order to Show Cause Re
Preliminary Injunction (“TRO Motion™), and the accompanying declarations and exhibits,
demonstrates that Microsoft is likely to prevail on its claim that Defendants have engaged in
violations of the foregoing laws by: (1) intentionally accessing and sending malicious software to
Microsoft’s and its customers’ protected computers and operating systems, without authorization,
in order to infect those computers and make them part of the botnet; (2) sending malicious
software to configure, deploy and operate a botnet; (3) sending unsolicited spam ¢-mail to
Microsoft’s Hotmail accounts; and (4) sending unsolicited spam e-mails that falsely indicate that

they are from or approved by Microsoft and that promote counterfeit pharmaceuticals and other
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fraudulent schemes. There is good cause to believe that if such conduct continues, irreparable
harm will occur to Microsoft and the public, including Microsoft’s customers. There is good
cause (o believe that the Defendants will continue to engage in such unlawful actions if not
immediately restrained from doing so by Order of this Court.

5. There is good cause to believe that immediate and irreparable damage to this
Court’s ability to grant effective final relief will result from the sale, transfer, or other disposition
or concealment by Defendants of the botnet command and control software that is hosted at and
otherwise operates through the Internet Protocol (IP) addresses listed in Appendix A and the
Internet domains at issue in Microsoft’s TRO Application and from the destruction or
concealment of other discoverable evidence of Defendants’ misconduct available at those
locations if the Defendants receive advance notice of this action. Based on the evidence cited in
Microsoft’s TRO Application and accompanying declarations and exhibits, Microsoft is likely to
be able to prove that: (1) the Defendants are engaged in activities that directly violate U.S. law
and harm Microsoft and the public, including Microsoft’s customers; (2) the Defendants have
continued their unlawful conduct despite the clear injury to the foregoing interests; (3) the
Defendants are likely to delete or relocate the botnet command and control software at issue in
Microsoft’s TRO Application and the harmful, malicious, and trademark infringing software
disseminated through these 1P addresses and domains and to warn their associates engaged in such
activities if informed of Microsoft’s action. Microsoft’s request for this emergency ex parie relief
is not the result of any lack of diligence on Microsoft’s part, but instead is based upon the nature
of Defendants’” unlawful conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b) and 15
U.S.C. § 1116(d), good cause and the interests of justice require that this Order be Granted
without prior notice to the Defendants, and accordingly Microsoft is relieved of the duty to
provide the Defendants with prior notice of Microsoft’s motion.

6. There is good cause to believe that the Defendants have engaged in illegal activity
using the data centers and/or Internet hosting providers identified in Appendix A to host the
command and control software and the malicious botnet code and content used to maintain and

operate the botnet at computers, Servers, clectronic data storage devices or media at the IP
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addresses identified in Appendix A.

7. There is good cause to believe that to immediately halt the injury caused by
Defendants, Defendants’ IP addresses identified in Appendix A must be immediately disabled;
Defendants’ computing resources related to such IP addresses must be disconnected from the
Internet: Defendants must be prohibited from accessing Defendants” computer resources related
to such IP addresses; and to prevent the destruction of data and evidence located on those
compulter resources.

8. There is good cause to believe that to immediately halt the injury caused by
Defendants, and to ensure that future prosecution of this case is not rendered fruitless by attempts
to delete, hide, conceal, or otherwise render inaccessible the software components that distribute
unlicensed copies of Microsoft’s registered trademarks and carry out other harmful conduct, with
respect to Defendants’ most current, active command and control 1P addresses hosted at data
centers operated by ECommerce, Inc.; FDCservers.net, LLC; Wholesale Internet, Inc.; Burstnet
Technologies, Inc. d/b/a Network Operations Center, Inc.; and Softlayer Technologies, Inc., the
United States Marshals Service in the judicial districts where the data centers are located should
be directed to seize, impound and deliver into the custody of third-party escrow service Stroz
Friedberg, 1925 Century Park East, Suite 1350, Los Angeles, CA 90067, all of Defendants’
computers, servers, electronic data storage devices, software, data or media associated with the 1P
addresses listed in Appendix A.

9. There is good cause to believe that the Defendants have engaged in illegal activity
using the Internet domains identified at Appendix B to this order to host the command and control
software and content used to maintain and operate the botnet. There is good cause to believe that
to immediately halt the injury caused by Defendants, cach of Defendants’ current and prospective
domains set forth in Appendix B must be immediately made inaccessible, and/or removed from
the Internet zone file.

10.  There is good cause to direct that third party data centers, hosting providers and
Internet registries/registrars reasonably assist in the implementation of the Order and refrain from

frustrating the implementation and purposes of this Order, pursuant to 28 U.S.C. § 1651(a) (the
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All Writs Act).

1. There is good cause to believe that if Defendants are provided advance notice of
Microsoft’s TRO Application or this Order, they would move the botnet infrastructure, allowing
them to continue their misconduct and would destroy, move, hide, conceal, or otherwise make
inaccessible to the Court evidence of their misconduct, the botnet’s activity, the infringing
materials, the instrumentalities used to make the infringing materials, and the records evidencing
the manufacture and distributing of the infringing materials.

12. There is good cause to permit notice of the instant order, notice of the Preliminary
Injunction hearing and service of the Complaint by formal and alternative means, given the
exigency of the circumstances and the need for prompt relief. The following means of service are
authorized by law, satisfy Due Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably
calculated to notify defendants of the instant order, the Preliminary Injunction hearing and of this
action: (1) personal delivery upon defendants who provided to the data centers and Internet
hosting providers contact information in the U.S.; (2) personal delivery through the Hague
Convention on Service Abroad or other treaties upon defendants who provided contact
information outside the United States; (3) transmission by e-mail, facsimile, and mail to the
contact information provided by defendants to the data centers, Internet hosting providers, and
domain registrars who host the software code associated with the IP addresses in Appendix A, or
through which domains in Appendix B are registered; and (4) publishing notice to the Defendants
on a publicly available Internet website.

13. There is good cause to believe that the harm to Microsoft of denying the relief
requested in its TRO Application outweighs any harm to any legitimate interests of Defendants
and that there is no undue burden to any third party.

TEMPORARY RESTRAINING ORDER AND SEIZURE ORDER

IT IS THEREFORE ORDERED as follows:
A. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from intentionally accessing and

sending malicious software to Microsoft’s and its customers’ protected computers and operating
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systems, without authorization, in order to infect those computers and make them part of the
botnet; sending malicious software to configure, deploy and operate a botnet; sending unsolicited
spam c-mail to Microsoft’s Hotmail accounts; and sending unsolicited spam e-mail that falsely
indicate that they are from or approved by Microsoft; or undertaking any similar activity that
inflicts harm on Microsoft or the public, including Microsoft’s customers.

B. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from configuring, deploying,
operating or otherwise participating in or facilitating the botnet described in the TRO Application,
including but not limited to the command and control software hosted at and operating through the
IP addresses and domains set forth herein and through any other component or element of the
botnet in any location.

C. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from using the trademarks
“Microsoft.” “Windows,” “Hotmail,” and/or other trademarks; trade names; service marks; or
Internet Domain addresses or names; or acting in any other manner which suggests in any way
that Defendants’ products or services come from or are somehow sponsored or affiliated with
Microsoft, and from otherwise unfairly competing with Microsoft, misappropriating that which
rightfully belongs to Microsoft, or passing off their goods as Microsoft’s.

D. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from infringing Microsoft’s
registered trademarks, Registration Nos. 1200236, 2165601, 2463510 and others.

E. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from using in connection with
Defendants’ activities any false or deceptive designation, representation or description of
Defendants’ or of their representatives’ activities, whether by symbols, words, designs or
statements. which would damage or injure Microsoft or give Defendants an unfair competitive
advantage or result in deception of consumers.

I Defendants’ materials bearing infringing marks, the means of making the
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counterfeit marks, and records documenting the manufacture, sale, or receipt of things involved in
such violation, in the possession of data centers operated by ECommerce, Inc., FDCServers.net
L1.C, Wholesale Internet, Inc., Burstnet Technologies, Inc., and Softlayer Technologies, Inc., all
pursuant to 15 U.S.C. §1116(d), shall be seized:

1. The seizure at the foregoing data centers and hosting providers shall take
place no later than seven (7) days after the date of issue of this order. The seizure may continue
from day to day, for a period not to exceed three (3) days, until all items have been seized. The
seizure shall be made by the United States Marshals Service. The United States Marshals Service
in the judicial districts where the foregoing data centers and hosting providers are located are
directed to coordinate with each other and with Microsoft and its attorneys in order to carry out
this Order such that disablement and seizure of the servers is effected simultaneously, to ensure
that Defendants are unable to operate the botnet during the pendency of this case. In order to
facilitate such coordination, the United States Marshals in the relevant jurisdictions are set forth,

as follows:

a. Northern District of Illinois
U.S. Marshal: Darryl K. McPherson
219 S. Dearborn Street, Room 2444
Chicago, IL 60604
(312) 353-5290

b. District of Colorado
U.S. Marshal: John Kammerzell
U.S. Courthouse
901 19th St., 3rd Floor
Denver, Co 80294
(303) 335-3400

¢. Middle District of Pennsylvania
U.S. Marshal: Martin J. Pane (Acting)
Federal Building
Washington Avenue & Linden Street, Room 231
Scranton, PA 18501
(570) 346-72717

d. Western District of Missouri

U.S. Marshal: C. Mauri Sheer

U.S. Courthouse

400 E. 9th St., Room 3740

Kansas City, MO 64106

(816) 512-2000
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Eastern District of Virginia

U.S. Marshal: John R. Hackman
401 Courthouse Square
Alexandria, VA 22314

(703) 837-5500

£ Northern District of Texas
U.S. Marshal: Randy Paul Ely
Federal Building
1100 Commerce Street, Room 16F47
Dallas, TX 75242
(214) 767-0836

g. Western District of Washington

U.S. Marshal: Mark L. Ericks

700 Stewart Street, Suite 9000

Seattle, WA 98101-1271

(206) 370-8600

h. Southern District of Ohio

U.S. Marshal: Cathy Jones

U.S. Courthouse

85 Marconi Boulevard, Room 460

Columbus, OH 43215

(614) 469-5540

2. The United States Marshals and their deputies shall be accompanied by
Microsoft’s attorneys and forensic experts at the foregoing described seizure, to assist with
identifying, inventorying, taking possession of and isolating Defendants’ computer resources,
command and control software and other software components that are seized. The United States
Marshals shall seize Defendants’ computers, S€rvers, electronic data storage devices or media
associated with Defendants’ IP addresses at the hosting companies set forth in Paragraph F above,
or a live image of Defendants’ data and information on said computers, Servers, electronic data
storage devices or media, as reasonably determined by the U.S. Marshals Service, Microsoft’s
forensic experts and/or attorneys.
3. Stroz Friedberg, 1925 Century Park Last, Suite 1350, Los Angeles. CA

90067, tel. (310) 623-3301, will act as substitute custodian of any and all properties seized
pursuant to this Order and shall hold harmless the United States Marshals Service, arising from

any acts, incidents, or occurrences in connection with the seizure and possession of the

defendants’ property, including any third-party claims, and the United States Marshal shall be
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discharged of his or her duties and responsibilities for safekeeping of the seized materials.

4. The United States Marshals accomplishing such scizure are permitted to
enter the premises of the data centers operated by ECommerce, Inc., FDCServers.net LLC,
Wholesale Internet, Inc., Burstnet Technologies, Inc., and Softlayer Technologies, Inc., in order to
serve copies of this Order, carry out the terms of this Order and to verify compliance with this
Order. The United States Marshals shall employ whatever reasonable means are necessary o
carry out the terms of this Order and to inspect the contents of any computers, servers, clectronic
data storage devices, media, room, closets, cabinets, vehicles, containers or desks or documents
and to dismantle any equipment utilized by Defendants to carry out the activities prohibited by
this Order.

G. Pursuant to the All Writs Act and to effect discovery of the true identities of the
John Doe defendants, the data centers and hosting providers identified in Appendix A and the
domain registries identified in Appendix B to this Order, shall:

1. disable Defendants’ 1P addresses set forth in Appendix A (including
through any backup systems) so that they can no longer be accessed over the Internet, connected
(0. or communicated with in any way cxcept as explicitly provided for in this order;

2. disable Defendants’” domains set forth in Appendix B so that they can no
longer be accessed over the Internet, connected to, or communicated with in any way except as
explicitly provided for in this order by (1) locking the domains and removing such domains from
the zone file and (2) taking all steps required to propagate the foregoing domain registry changes
to domain name registrars;

3. transfer any content and software hosted on Defendants’ IP addresses listed
in Appendix A to new IP addresses not listed in Appendix A; notify Defendants and any other
owners of such content or software of the new IP addresses, and direct them to contact
Microsoft’s Counsel, Gabriel M. Ramsey, Orrick Herrington & Sutcliffe, 1000 Marsh Road,
Menlo Park, CA 90425-1013, (Tel: 650-614-7400), to facilitate any follow-on action;

4. preserve and produce to Microsoft documents and information sufficient to

identify and contact Defendants and Defendants’ representatives operating or controlling the IP
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addresses set forth in Appendix A, including any and all individual or entity names, mailing
addresses, e-mail addresses, facsimile numbers and telephone numbers or similar contact
information, including but not limited to such contact information reflected in billing, usage and
contact records;

5. provide reasonable assistance in implementing the terms of this Order and
shall take no action to frustrate the implementation of this Order, including the provision of
sufficient and reasonable access to offices, facilities, computer networks, computers and services,
so that the United States Marshals Service, Microsoft, its attorneys and/or representatives may
directly supervise and confirm the implementation of this Order against Defendants;

6. refrain from publishing or providing notice or warning of this Order to
Defendants, their representatives or persons who are in active concert or participation with them,
until this Order is fully executed, except as explicitly provided for in this Order.

H. Anyone interfering with the execution of this Order is subject to arrest by federal or
state law enforcement officials.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,
including (1) by personal delivery upon defendants who provided contact information in the U.S:;
(2) personal delivery through the Hague Convention on Service Abroad upon defendants who
provided contact information outside the U.S.; (3) by transmission by ¢-mail, facsimile and mail
{0 the contact information provided by defendants to the data centers, Internet hosting providers
and domain registrars who hosted the software code associated with the IP addresses set forth at
Appendix A or through which domains in Appendix B are registered; and (4) by publishing notice
to Defendants on a publicly available Internet website.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b), 15
U.S.C. §1116(d)(10) and 28 U.S.C. § 1651(a) (the All Writs Act) that the Defendants shall appear
before this Court within 28 days from the date of this order, to show cause, if there is any, why
this Court should not enter a Preliminary Injunction, pending final ruling on the Complaint against

the Defendants, enjoining them from the conduct temporarily restrained by the preceding
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provisions of this Order.

IT 1S FURTHER ORDERED that Microsoft shall post bond in the amount of $173,000
as cash to be paid into the Court registry.

IT IS FURTHER ORDERED that Microsoft shall compensate the data centers, Internet
hosting providers and/or domain registries identified in Appendices A and B at prevailing rates for
technical assistance rendered in implementing the Order.

IT IS FURTHER ORDERED that this Order shall be implemented with the least degree
of interference with the normal operation of the data centers and internet hosting providers and/or
domain registries identified in Appendices A and B consistent with thorough and prompt

il . N AN Ao san bl Ch, b, Make aodbasa do O Havg
implementation of this Order. Condare, $5a\ sa v Ghailch covliana Wit (S WS 2 wWe,

IT IS FURTHER ORDERED that the Defendants shall file with the Court and serve on
Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or declarations
and/or legal memoranda no later than four (4) days prior to the hearing on Microsoft’s request for
a preliminary injunction. Microsoft may file responsive or supplemental pleadings, materials,
affidavits. or memoranda with the Court and serve the same on counsel for the Defendants no later
than one (1) day prior to the preliminary injunction hearing in this matter. Provided that service
shall be performed by personal or overnight delivery, facsimile or electronic mail, and documents
shall be delivered so that they shall be received by the other parties no later than 4:00 p.m. (Pacific
Standard Time) on the appropriate dates listed in this paragraph.

IT IS SO ORDERED TN

“day of March, 2011. L SAAL

Entered this P W
The IIon@rablc James L.. Robart
United States District Judge
i
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I P Addresses Of

Command And
Control Servers

L ocation Of The Data Center sHosting Companies
Wher e Defendants Have Placed The Command And Control Servers

204.45.118.202
204.45.118.250
204.45.119.2
204.45.119.10
204.45.119.18
204.45.119.26
204.45.119.34
204.45.119.42
204.45.119.50
204.45.119.74
204.45.119.82
204.45.119.90
204.45.121.18
204.45.121.34
204.45.121.42
204.45.121.50
204.45.121.58
204.45.121.130

FDCservers.net, LLC

141 W. Jackson Blvd., Suite 1135
Chicago, IL 60604

And/or

1500 Champa St.
Denver, CO 80202

And/or

15204 Kishwaukee Valley Rd.
\Woodstock, |L 60098

69.197.144.138
69.197.158.250
69.197.161.34
173.208.143.194
173.208.154.90
204.12.192.250
204.12.217.42
204.12.217.250
204.12.237.202
204.12.243.34
204.12.243.42
204.12.243.58
204.12.248.66

208.110.82.186
204.12.217.218
69.197.158.242
173.208.131.178
173.208.141.154
173.208.143.90
173.208.163.242
173.208.163.178

Wholesale | nternet Datacenter LLC
\Wholesale I nter net, Inc.

324 E. 11th St.

Suite 1000

Kansas City, MO 64106
And/or

1102 Grand Blvd, Suite 905
Kansas City, MO 64106




204.12.217.218
204.12.217.98
173.208.128.50
173.208.143.114
204.12.220.122
208.110.71.58
208.110.80.50

64.120.144.69
64.120.149.117
64.120.153.117
64.191.38.165
64.191.53.37
64.191.59.245
66.96.224.213
66.197.161.181
66.197.251.69
96.9.180.21
96.9.182.101
96.9.182.197
96.9.183.149
66.96.214.53
173.212.243.114
64.191.18.149
173.212.214.194

173.212.241.42
173.212.241.50

BurstNET Technologies, Inc.
d/b/a Network Operations Center, Inc.

420-422 Prescott Ave
Scranton, PA 18510

96.0.203.82
96.0.203.90
96.0.203.98
96.0.203.106
96.0.203.114
96.0.203.122

173.83.26.26
173.83.26.34
96.9.169.53

Ecommerce, Inc.

1774 Dividend Dr
Columbus, OH 43228

74.86.210.134
208.43.17.44
208.43.18.12
208.43.40.148
208.101.27.108
208.101.27.72
74.86.210.133
173.192.135.98
173.192.135.99
208.43.157.96
173.192.135.102

Softlayer Technologies

c/o Infomart Data Center Facility
1950 North Stemmons Freeway
Dallas, TX 75207-3118

and

4030 Lafayette Center Dr.
Chantilly, VA 20151




67.228.206.92
174.36.237.84
208.43.102.220

and

c/o Sabey carrier hotel
3355 S. 120th Place
Tukwila, WA 98168

98.126.42.26

VPL S Inc. d/b/aKrypt Technologies

1400 South Grand Ave
Santa Ana, CA 92705

And/or

One Wilshire

624 South Grand Ave
Los Angeles, CA 90017
And/or

600 West 7th Street, Suite 530
Los Angeles, CA 90017

And/or

800 South Hope
Los Angeles, CA 90017

66.79.162.86
66.79.163.102
66.79.162.138

DCS Pacific Star, LLC

5050 El Camino Real, Suite 238 and/or 268
Los Altos, CA 94022

69.50.197.191

Atjeu PublishingLLC / Atjeu Hosting LLC

1515 West Deer Valley Road
Bldg C-103
Phoenix, AZ 85027

98.141.220.194

98.141.220.226
76.161.33.58

Reliable Hosting Services, LLP

11513-19 Sunset Hills Road
Reston, VA 20190

96.31.81.44

Noc4Hosts Inc.

4465 W. Gandy Blvd




Suite 812
Tampa FL 33611
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e Registries:

Verisign Naming Services
21345 Ridgetop Circle

4™ Floor
Dulles, VA 20166

Afilias USA, Inc.
Building 3, Suite 105
300 Welsh Road
Horsham, PA 19044

e Domains:

gbsup.com
0sg00agsInpspyo.info
pan00c4sshlwgi.info
ovn0Oelprb15b6bodr.name
db600rgsajryc.com
pre015koynvhkigjal.name
pf703fivipluauo.com
rj7069ht31wdyxettj.info
cme070vafafcsrh.info
ipj07fyuft62nxlh.name
fqw07sow850fbe0.com
aws07tb6sI38vv.me
bap07yd2syjafp.name
ldvO7yigrplsju.com
oeeOa2atch31tsrp07n.net
gqg70aixymnkxwclg.info
voeOamt62theg.net
afe0avd85efvdjy.name
rl00b6e0rehe7762p70xr.net
ts70brfttisf.name
bv00cfxmgpirddij.me
irn0e5btrnv7000.com
he00e7sk62ycdhexbu.net
i850eaqdpochj77afc.net
rff0edbdyjbeyl.name
xwbOeikesriess54.name
pwrOenkgc4ub54sn.net
70c0epgigtgyv00xi.me
31v0epogpgwadneal.com
ximOeqvksjmp.net

Domains and Registries

chernomorsky.name
93mhx1cvtbatljbx.name
thuhxspadoal.info
r93hxwopfotn.me
kdbhygfyuwquf.info
bsqgil5fd2tihom69kt.net
qgni31wl77xwynoys.net
axoi69jlfoygsob8c.info
gvai69wwujsdobn.name
5bei70leugchbm.name
edaiacf46lbua.com
yhtiafiaytxybgm.net
hkriahfrtbm31vba.name
85sialfsscbdkrm.info
dkxibhuabmOeho.me
elkicmthxpmswcf.me
dvbid2077wglhv.net
tsmidhbykgk231cu.name
djyidw31jhukcbs.me
rhcidyeOc4drg.com
uljiebveddcmtyb.name
j23ieiacala862h.info
h8ciej4693cmhuqff5.name
iniieldgteui.info
clfifduanticjho.com
vgiifndlcseedqgrx.me
85bifoeekdyjy.com
rxgifurhf69sihy07.name
vicigfvwxxyq.info
690igxk85ruygyng.info

mtibygfof5do.info
fmfclcvmiqaa93gb.name
olnc41cjbkndoyu69k.info
ienc4abwr3fpc.name
kelc4dupiijc.name
4dnc4fdgnyjxjfkmb.name
rbbc4jkvsfqoo.net
wkpc4lrleomnil.info
v9ac4dmkttuxfic4.name
Ivecdxuusxkrhgc.name
ihac4yrfhcygb6xgr.name
vsfc54dfubmfcbo.net
ssxc54rw3f38lohf70.info
yqdc62mkyww4dke.info
2avc69oxr54kewl5mt.net
ykbc85rpntiicie7.me
00kc8cjgbfcsd24dg.me
ckmcalscbf3lc.name
wk8cabpuoxcwem.com
fx8cacacuajpajj.net
Ib6cafwvsyeqb6gbp.com
jigcatejfwrg.me
hwtcawn15mksmijo.info
hnmcaxosesggogg.me
oesch3lot460er.me
5boch646xyhqcl.info
85xch7ekttb691cx.net
2axch93aminifnaf.me
3frcbafwb6dctvqgv.com
cjgcbbdafejgahidx.com



bti0ermli07gh6mc4c.net
tgsOesgnaelnjm38.info
et70fhpbitib.net
hjoOfwpgblxgepn.name
rs00gfk8cejau.info
jpe0gm9ail0ifwdgsp.net
uoeQiojpfbvuqgpfbd.com
lj70klepssba.name
ri0Okgte7ymlivd4dd.com
jk70lifnetblcd9h.com
IxeOlleeyd9bmijogt.info
tweOlplhbtsh.com
kreOnlxsnfca8kxmbi.net
nveOrspgf5buvur38t.name
dcOOtvorlseveq.me
e000wb6bcinetp5bh.com
bmeOwkch93padne7cs.com
cdeOype7ve7hl15fug.info
uc31318cwvojmv.name
nek1515wi31ugbbxkv.com
ljil52aqrfisxro.name
mtm1562dgwgfwyc.info
tpm15d3ftvnxipray.me
3fel5e7gwv85yagk.info
y7015ifdynrdys.info
cbp150shnpw62m.com
fcql5rxcyuol5u.com
thd15wvnh5bi8c.net
pfc15x00gxruigm.info
dwal5xxmkykkpfaa.me
xt319acc770erpwmbe.me
2aalalfafmixbhbgc.name
wfllcdicvmswbbb.net
cb61cgpdhwlcittj.info
uimlcggohsd9lwlap.name
pfald9mqgnvogj.com
ayalhdxclOOax.me
tb31jgigvys5bo.name
tt31mynwlvkwlwgn.net
eb31ppvwqwoa8af.info
gmalqceordcl5.me
tvalre85jfal38shgb.com
kd31sh8c7eljd9cbmwa.me
rc31lumxssden.net
pr31x9alejxyybju.com
vd31xI544dfddnfmm.me
ioalxorbtfigrpb.name
cop23acbw69iib.net
ibi23bhsseepqgi.me
kdt23gremasxlit.net

liyihejpomsbm70.com
utxihynedjmixOe.info
e70ihypdjhgb6jy.name
afgii62uvahi.info
15diic4ufee700j.me
mxbiilxisdfjc62s.com
nuxikfcuSbh9aeryal.me
ra8ikt70ajslesi.info
Xxmnim85lesswp.info
oynimtgowltwwyj.me
agringxiskte23.me
193i0023mahd2afqot.com
fd9ioxknxxtypih.name
whbdipafhxddmdd2.me
3feipemhpovjghv.com
yofigimud07i.com
dvwirnc4vfcsshc.name
d2eisgxgplcfc.info
ebtisicwjbcb.name
gvhitekamwkkyy.net
dhnitftxpdnf69ach.com
rehitynrea8pvsmOe.info
e7liu461cotctn69.com
gtniuftnkkprgn.me
saoiuio7esujc.info
pxyiuljnct070eou.name
I85iuvejfeagan93a.me
irsiv70bf4dlh.info
cqsiwkokuerivp.net
euwixdkcb31ut.info
abpixe2aaalccih.com
vktixfrwwbpbh.com
mcdixokemmjl15.info
m2aixsglewyif5.info
cjdiyfSwnerg.info
Ikniyuel15cwj.net
yqviyuihctn.net
kkjjoOyeckvcgses.net
rkyj6907j3800d2rma.com
qulj69rlrljbxjjb.me
alcjaOelcwrpgsxv.name
v38jafaqbgrt5b.me
jgajafdkwplqc.net
70tjamx5bsuvrb31m.name
gppjanb6djpscrd2e.info
nvijp6umatfimksj.name
uh3jcbdhedunt.com
lljjcpaplc4p.info
nxijdotv4dhpk.name
n8cjdghlcpfciu.info

uaqcbbhhxxrypo.name
t15cbdcbouhfjxxdv.info
cqocbdtwd2wi3f3f.info
sedcbduxquqgigdh.com
jclebepond?2f.info
mn8cbfbdalf5omwiv.com
pxdcbhnpuugre.name
dmccbmvs85sjxxov.com
jlhcbpgeejcvfg.me
egmcbpupdebdgi.net
xawchgalffpykv.name
f5fcbgm8cejmen.info
iwvcbrmnf3lalgcc.net
fltcbrpp62xpkub.net
p5bcbtpmbikhvfcd.me
m9acc46mrl5lggeebm.me
i7ecclerxwnd.net
df5ccnq77xsoq.me
23cccqgmib2ga.net
x9accwwnpwqgwuhyi.net
ec8cd2krigfpc07th.name
mafcd946f70fe7alu.info
vnlcdxckl85ry.net
kefceeasagf58csh.net
ssucegsfmlcj.com
csncejnhpvat.me
Oefcetgfcvxowb.name
Oeicfdoa8veoe.me
vilcfid9akngn2aa07.info
dlvcg93gpiio8c62.name
snxcgmogwbici.info
pnech8507kglalw.com
b6dchspsuf77bnbbde.info
xnjcibxhxeesdn.com
ge7cietgjhalmtx.me
mbociosskowfc.net
awbcivbncygs.me
prvcjl5uxlckxmuf.info
Oeecjavbrkynx9aw.info
bjlcjwb6vljt93j.name
deucke7urpckf62ik.me
gldckerjaalareald.net
b7eckmvsd9djot.info
cbgcknde7bdudI3fkfx.com
23gclkhocyg8cxas.me
dfgcima93rvcbdxl.name
fSaclxwmd9dtn.name
h15cmbdclyowf.net
ibbcmcbbukseesb.com
gvgcmibyac4teee.me



ria23lbsn23tcbg00dn.info
tai23nb6rvi5kd.me
sff23054xgle7kp.me
weu23p00wco00frt.com
xmf23poeewdf5Sbru.info
aym23uubhc4kd.me
bdd293iongsrn38ot.me
jd62a23alvtisfwdffc.net
ngb2a23uokcgra.me
Igp2aicjpngjbdn.info
31o2akkknrtwjtaOe.name
gbd2agefaluut.me
dgd2aute7eud9i85.me
saf2avc7eqwhm00g.me
yhd2be7uvpfon.me
dx62gucdurjm85.net
us62ialpkkijklvp.net
rc62107cbfn703fwojux.com
sbd2mcjchjoogxxi.me
vl62pe7pa70dbeOpmn.com
xf62svif31vicwi3f.me
iad2und9c4siv77eymf.net
imd2uoxp6954vw.net
su62vdxcrc62hny.info
cb62xbfpuixpde7eb.info
If62xyh9aveapixqc.info
I15b31230jbmobsa8ylw.info
hqi3146mvb31gley.net
69p3lenvphfnm.me
ifg31gwasnbwkr.com
aab31mha5bwtdgeil.com
wmi31ltfmbnhflc.net
gp2331svxj69xj0e.net
wb63831gaalaleokm.com
jkp38cc859aed15vp.name
uae38gme7eirhcb07x.net
1cc38hmvsxIfSimp.net
e0i38lehcgofwt.info
bbd38n69crspcw.net
fcc38nscrswkxg.net
Ivb38pre7bfxnlu.me
ecn38rjma8nc4c7evmo.name
ic93cdfxkddegmxi.com
Ig93cw7emnijfdt.net
jn93edblxusbcpg.net
aw93e0q38x1chnijsb.info
raf3f70bgpv70cmd8c.name
bm23fafyjkpufysh.com
fw93fchcicu9aoj.me
f463fgeOuxjbekt.net

kdajeedddoxph.name
xejjelwgc4aldro3cqg.com
i0ejenld2meyunc4fj.me
ulyjetxmtfwye7.name
tiejf54wjx7ewg.name
dfjjfixyxybbe7f9a.com
k62jg3815xttdxki62.name
e93jgefygjalae23.name
kipjgitscqwbqcp.info
bkijgpugkob6ggu.me
khpjgujieOfvjak.com
caljgxvgkahrwbt.name
lotjhcw15dyfa8c.net
pjkjhtnse7cvnsm31.com
jaojikgfshcor.net
vawijk8ccbogfccpn.name
hugjkagfafc431e7.info
mvejkuwgtyqd54s.net
rwkjl07gdybe7od9hh.me
hpkjlcedjbdg.net
mrljmdgdagry.info
Imijmissbx70kiq.net
jedjn31bggmxuaj77.name
gyajn70ljkv5bibddb.me
brojodmncnoj.name
upyjofwf5wcedl.net
07ojonrfpdwrwx54t.info
agtjorbdka77dak.me
kcgjp9axa8ooy.me
clcjpmOecf569ibdjc.net
fvfjprtgrirgadh.net
vrejpsgtpcavv.name
yujjptaa8yntj.name
gdkjptvxyigyci38.com
fkmjpwud9lgcb.name
emnjrknbrore0.me
eejjrsq2a07vbp.net
ykpjtalhb6sckos.com
fbcjtcjaobkicn.net
r2ajtepqe0ddd9c.com
evmjtmfambkbu.com
85fju46b2aeeohtuOe.com
poujuh70ophrbr.net
obrjuijwvgppof.net
gwdjvncdecgs.name
bdtjw31p8cb6axgl77.info
xkbjwpycponuox.me
fekjwxomhtqyss.me
Iwvjxcydnatl.me
62ajxofjaf7eje.info

gllcmoan4dxbaefp93.info
nfgcmurubgxg.com
jgmenbuidrv.info
jrgcopjummqd9.info
gjccogdehwdpxf.me
dcfcorns93k8cid2dg.name
vllcoxk38pshf.com
ehscoyeyfebs8c.info
bgfcpdjgbruyrxro.name
wpicpero85aes.name
etjcpgtixkxfctkn.net
vmgcptubdtwy.me
v70crggjpmkm77u69.net
pglcs38fignd9gd2uj.net
eklcsysdnirtpfp.com
emlctxc4cjohkgj.name
vcdctyccgsesy.name
e7ocucfmlikv.info
oelcucgycxkw.me
gfkcul93w4ddeeatmr.info
pjlcv54vumdss.com
[tlcvepbvcer.info
opncvgyfvjseim.net
erkcvjklcpjhlvia8.name
bxwcvocqi3lr.me
54ucvrxigggomr.net
ghlcvue23esxi.info
vygcwabmhb6vcnxm.me
psscwcercxbd4dmg.net
ysdcwvxle77lb.me
38pcxnjtchcbjoe.info
ypocxunihlcu.net
fhdcxylfxggf46b.info
pgwcy4dnkmbe.net
f5scy62fcthkdd2ndrx.me
wfecybgpslvf.name
ujrcyhkkgrb.net
hrgcyhqtlla8et.net
b77cyjkj2avijjfcp.info
Itfeylllwebxuddd.me
00hcypwxhlhyrgsx.com
ebwd07kijbxeexl.info
febdOedwrscwix.net
bksd15pivrauv.com
idfd23cgsof46d.net
fbdd2auxsxwi69vh.net
ftwd2axiaanw.info
bmtd2ecxbgk7e.info
wdod2eenukmexgdfr.com
qusd2fl4a6mgtbd.name



xrb3fivsurdicjga.me
vta3fjhwc7efO7wf5afd.me
xoc3fm46aqffgk.info
85b3fpbcIinmnf5l.com
sah3fukluc38bvy.com
fid3fyhb60elc70bfj.name
Ipx3fyuoc4mwmu.net
eb93gunomeois.net
sa93ocwhbo54rl691.com
wx93ptytui3fcbgyjb.com
nn23xjhxegeit.me
jhc400upjeodbom15m.info
Ipc42aromjd2txvgm9a.com
b6c45bifxufalapa8.net
wgs461cnueinco9a.net
smi462an5biafkd9.com
e7a4646xywprpm.name
cjo4654sn54geb6fjk.net
I2a465bfoaltglft.name
3fyd6aoenlugmbb.name
kbl46cfe746gged.net
wqq46f5kiykogh.info
dyx46hwppjfm.net
etm46iywkijtqtg.info
egy46phngicjeOegm.me
nqv46revv62kstOebh.net
ghb46rjysfh70.com
vhb46snqlb600dsr.info
31c470yposfhd9amkt.name
vhcdafsbwgbnfec.info
cmc4bbvvpruewas.info
g7e4d77jrcuiloepox.name
nuw4dbxsdrnmm.name
hog4de093hbxklg.me
dhj4ddeexilbt.net
el54dgetmpxec.name
esc4dqytowssgmfc.name
pl54dxbymhuew.com
raf4dybjhmypphymk.name
9a54e7ebjiocmq.info
d954eqd2ptemvOei.me
8554fcc54scwhntvf.com
smca4fmetqgiqdeesn.net
bpc4ftipoiey.info
jic4hb6sbgb85d.com
Ir54jmonpybbhup.name
hb54ls62ufeekxdumn.com
Ik54ofmriiauar.me
ijc4okbrjjaf62gli.me
muc4pbeuqrvgb.me

b6ujxxbapgme7uym8c.name
d9njygpodmc317epg.me
fryjyrxngul.com
vqdjyslg00sb6vfce.name
xIxjyxvs70igecq.info
tkskO7atleyc.net
i07kOe2aapj85I9agca.com
tcok23mbmmfs2ank.com
ssgk2as69sbd54x23c4.me
hpjk46vsfcubpt.name
15uk69quut38tx.info
ajbk93fgsvupic93.me
jhtk9adfojjvurbt.me
ectkaliwkvwfcxuhj.me
xodkannfdkopj.info
07dkaottad2ar.name
syskbcslcomaih5bg.name
xcokbdpgmgcna8.info
vtakbdyrwgee.name
xcbkbsnsyree.me
oxlkbxegcmyhi.name
uxbkchisximpcop.net
lyokcktce7npnlg.com
9ackdikrvnd2x.me
1ceke07ieb93yxypqd9.info
1clke7fnjf5yvqj54l.name
rdvke7wcskfk.me
vklkebailwgmdbk.me
f3fkf93ypgthxj.com
hgxkfbfml4dpe.com
ssbkfs9a77lbmc4dsk.me
jsvkgxhdpyh.me
jkukhwwpnss.com
dfmkigykhget.name
38kkiirlevcokobfc.info
usakiolsg7ega.name
rpnkisbhijee.com
mnukiwlaffea8jj.name
gnukjaufpktsf.net
p38kjktphukdvch.net
gftkjtvxyh23eh6270.name
mxxkklnd2iy46kx.info
eOpkkmoijtpa8rs.info
mleklOej31km7emquo.com
hwvkldalyuo7evd.com
jpvkljafxhfukbe.info
adtklu38ieew62cr.me
oxeklwxknfcbpfwn.com
sxbkmmijkrbbx.com

wvcd2htm15cme7.net
Ixkd2ilfeOhjwrmd.info
bb6d2jchlf5rcmgcim.name
uold2oapchbjjjep.name
Ifbd2vtbbf5qf.info
h5bd2wr5bmlefexesi.info
ujmd3fdal5cua8380edb.info
pbfd54dshplyco.info
mw4d62gaukpuwfcr8c.me
hdnd62tbvn54i.info
olbd85euta8mevilx.me
sbnd9ealhntg9aagw.com
eqqd9foeeueeebqcbgee.info
gjrd9ghkd2skesqg.me
gvid9moeaB8a885yafx.name
wdad9myu46jnpvg.net
hdxd9p4dk5bbgbdjwm.name
badd9r62lgahfae.net
xxid9rbpgsioml.com
wbsd9rytatd9t.me
[00d9yorunc4kd38tc.me
akoda8moua8axse.net
by4daomtuehubetn.me
jhydb0715bfjhb.net
1c4db46069mub00e.name
mj4dbhwxqgled.me
v9adbwy7ewfyv469al.net
fibdcagpeOpldiup.name
gfgdcbdc46mili.info
feddcwwijejvenjhu.me
guadd2m38Iinmyk.com
nfpdd7ec54xaft387e.me
wrfddapbjwa.com
mnbddriumiyyjql31.name
mhwde38kb6xpvfco.net
gicdeccgise7cw.me
fobdedebkn31.net
megdekgjnuama.name
ofcdelgdee77en.me
gvhdesrdmtk.net
fuqdfSvnpokffsy.info
rgbdfciOObelwixgd.name
gibdg62csa8fllcxcv.name
odmdgbdtxqy.net
eevdgfrnb6dhbbjo.net
hondguvisyw.name
3fxdh07immvbdivOOmp.me
c4ydh70yrg46pdb0O0wx.info
gkbdhex2awts.me
g54dit3fnotjbrr.info



mcc4q62tnexgyoh.info
fcc4gambwhtmw.net
jp54gbuxpbcd62b.com
abc4ggxjed859ag.net
d954uupthx46fcwbok.info
kvs540eislgnhhij.me
bgd54aoy620abeqd.name
bpr54agseempc.name
f0054b46nfcoaolp.name
Oea54k93gbaelb.net
xco54If5fichcpew.net
u8554Ivxb8c00cyf.net
3fg54qqgslugwxd.name
[tji54vqvd9wwoptb.info
rff54xbsur00s.com
Isf585pyfgikl.com
hef5b93eqcfcvsn9ae.net
jfoSbaid6ke4d6lacf.me
dha5bfc077edtagkwf.me
lavsbfdfuobjxq.info
xyl5brttjd62phfSb6a.name
Ifw5btg8ceOogb.name
apt5buvt70sipigw.name
hwf5catd9obaae7ttf5.com
th15dau54rgot.net
gsl5duwtrgtda.name
0085e0fdrwdclgvo.com
co85ewffwxilfho.me
dtf5fckkgddpg.me
aul5gr38yfeceen70s.net
ydf5iaq85d62vmcyqg.com
4685ispwhdmpdueb.name
7e85joqlbdsywxtyj.com
rn85jp07rclgiafjilc.me
af85jtugwgjchd.me
px85mn7eek3fap93.name
fqf5r3flddbownwotd.net
it85rsy0emd2gmdc69n.info
ew85tg70bnptld.com
jm85thiekxwcd.net
all5ud07emptmosgxi.name
iex627ewiu00dd2.com
asr62f5xx85ueji69y.net
m7062krpvngafwigkt.name
c4d62m62bdvkofrmsial.net
jhd62nkthsev.name
nfc62pv3fdddrurh.me
fvb62sq000dwy8c.me
id464dljfael8c.me
Ixd692307ymcb6grd.net

bdckmnf5dllgirwdd.info
ellknol7epgjfhe.net
ffekpsfSbaenr.name
srskpudpmmggk.info
46ekq31lj69adw.com
m8ckgb6ayp23pvw46d.com
sfakglvxw9atw.com
sltkgtxhqugtytd.me
jgmkqv4dgkqvlxrj.info
4dvkgwfcyyryb6x.me
ucgkrgmwif8cp.info
mmlkrpf5flhdj.name
2avks4669iunftqvjc.net
xfgkshsitoujhglc.com
ahiksjdvbdsogrsw.name
vubksxpi3fdwcwl.net
fiwktdasi7762gqwj.com
gbbktndxsxswuwk.com
fibkutnxidl.me
bafkvccws70hsrm.com
s$62kvd9g0785ctn.com
cigkvsfccfeds.info
g38kvwij31fifalhbddn.name
b6akweeksgwd2una.info
ijnkwlfh4dweeviot.me
lupkwvo5bebf.com
rerkwxpypngk.com
twykx8cx2axuxkf.net
hgrkxehxygk.com
geikxlnasoee.me
olcky3fily23kaofc.info
joykyaalgijtnkd.com
vrvkyadrele0.me
2aukykualwkjijeks.me
nxvi3fgvuxtvap.me
biflddcf4devop7eh.info
ylel62dbd857762jjiec.name
khml70ag69wxtcs.info
tdol70xjljgmcr.com
adml77bdeOafvcje.name
ikflajumnaeof.name
esxlalfwgvm.info
cxalavofeje.info
jfqlb779aviueedwl15.com
cbflbgjtodqge7jii.net
indlcoh77fp7eh7ef.info
rield2d223gcfc9acbm.net
Igtldbpxwejddor.me
pegldtdOwaqdar.info
fatlebnryp3fkl.name

fchdjercglux70e.info
xhcdjprihmass.net
eufdkfche31tiey.name
fncdkj0762louwd93.com
wtcdkreOynyskgie.net
x00dkugeuxppgsn.info
na8dlovbqchvd.me
vaodnwtpaxw.com
fridoad9gqgpsbboc.info
9ahdoeijyx3fpf.me
xkddoncbumfxw.com
9ahdoublekumihe.info
esgdouyybdjq.net
c15draox62r77c.net
wbedraxwayajnc.com
k4ddrdaka93n2a8c31c.info
pgmdrhgdwwcwr.net
rhrdriwl5d9rahmd.me
g46drmgbdekklc.com
c5bdrxulhfooa.name
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