






















APPENDIX A



IP Addresses Of
Command And
Control Servers

Location Of The Data Centers/Hosting Companies
Where Defendants Have Placed The Command And Control Servers

204.45.118.202
204.45.118.250
204.45.119.2
204.45.119.10
204.45.119.18
204.45.119.26
204.45.119.34
204.45.119.42
204.45.119.50
204.45.119.74
204.45.119.82
204.45.119.90
204.45.121.18
204.45.121.34
204.45.121.42
204.45.121.50
204.45.121.58
204.45.121.130

FDCservers.net, LLC

141 W. Jackson Blvd., Suite 1135
Chicago, IL 60604

And/or

1500 Champa St.
Denver, CO 80202

And/or

15204 Kishwaukee Valley Rd.
Woodstock, IL 60098

69.197.144.138
69.197.158.250
69.197.161.34
173.208.143.194
173.208.154.90
204.12.192.250
204.12.217.42
204.12.217.250
204.12.237.202
204.12.243.34
204.12.243.42
204.12.243.58
204.12.248.66
208.110.82.186
204.12.217.218
69.197.158.242
173.208.131.178
173.208.141.154
173.208.143.90
173.208.163.242
173.208.163.178

Wholesale Internet Datacenter LLC
Wholesale Internet, Inc.

324 E. 11th St.
Suite 1000
Kansas City, MO 64106

And/or

1102 Grand Blvd, Suite 905
Kansas City, MO 64106



204.12.217.218
204.12.217.98
173.208.128.50
173.208.143.114
204.12.220.122
208.110.71.58
208.110.80.50
64.120.144.69
64.120.149.117
64.120.153.117
64.191.38.165
64.191.53.37
64.191.59.245
66.96.224.213
66.197.161.181
66.197.251.69
96.9.180.21
96.9.182.101
96.9.182.197
96.9.183.149
66.96.214.53
173.212.243.114
64.191.18.149
173.212.214.194
173.212.241.42
173.212.241.50

BurstNET Technologies, Inc.
d/b/a Network Operations Center, Inc.

420-422 Prescott Ave
Scranton, PA 18510

96.0.203.82
96.0.203.90
96.0.203.98
96.0.203.106
96.0.203.114
96.0.203.122
173.83.26.26
173.83.26.34
96.9.169.53

Ecommerce, Inc.

1774 Dividend Dr
Columbus, OH 43228

74.86.210.134
208.43.17.44
208.43.18.12
208.43.40.148
208.101.27.108
208.101.27.72
74.86.210.133
173.192.135.98
173.192.135.99
208.43.157.96
173.192.135.102

Softlayer Technologies

c/o Infomart Data Center Facility
1950 North Stemmons Freeway
Dallas, TX 75207-3118

and

4030 Lafayette Center Dr.
Chantilly, VA 20151



67.228.206.92
174.36.237.84
208.43.102.220

and

c/o Sabey carrier hotel
3355 S. 120th Place
Tukwila, WA 98168

98.126.42.26 VPLS Inc. d/b/a Krypt Technologies

1400 South Grand Ave
Santa Ana, CA 92705

And/or

One Wilshire
624 South Grand Ave
Los Angeles, CA 90017

And/or

600 West 7th Street, Suite 530
Los Angeles, CA 90017

And/or

800 South Hope
Los Angeles, CA 90017

66.79.162.86
66.79.163.102
66.79.162.138

DCS Pacific Star, LLC

5050 El Camino Real, Suite 238 and/or 268
Los Altos, CA 94022

69.50.197.191 Atjeu Publishing LLC / Atjeu Hosting LLC

1515 West Deer Valley Road
Bldg C-103
Phoenix, AZ 85027

98.141.220.194
98.141.220.226
76.161.33.58

Reliable Hosting Services, LLP

11513-19 Sunset Hills Road
Reston, VA 20190

96.31.81.44 Noc4Hosts Inc.

4465 W. Gandy Blvd



Suite 812
Tampa FL 33611



APPENDIX B



Domains and Registries

 Registries:

Verisign Naming Services
21345 Ridgetop Circle
4th Floor
Dulles, VA 20166

Afilias USA, Inc.
Building 3, Suite 105
300 Welsh Road
Horsham, PA 19044

 Domains:

gbsup.com chernomorsky.name mtibygfof5do.info

osg00aqslnpspyo.info 93mhx1cvtbatljbx.name fmfc1cvmiqaa93gb.name

pan00c4sshlwgi.info thuhxspadoa1.info olnc41cjbkndoyu69k.info

ovn00elprb15b6bodr.name r93hxwopfotn.me ienc4abwr3fpc.name

db600rgsajryc.com kdbhyqfyuwquf.info kelc4dupiijc.name

pre015koynvhkiqja1.name bsqi15fd2tihom69kt.net 4dnc4fdqnyjxjfkmb.name

pf703fiuipluauo.com qgni31wl77xwynoys.net rbbc4jkvsfqoo.net

rj7069ht31wdyxettj.info axoi69jlfoygsob8c.info wkpc4lrleomnil.info

cme070vafafcsrh.info gvai69wwujsdobn.name v9ac4mkttuxfic4.name

ipj07fyuft62nxlh.name 5bei70leuqchbm.name lvcc4xuusxkrhgc.name

fqw07sow85ofbe0.com edaiacf46lbua.com ihac4yrfhcygb6xgr.name

aws07tb6sl38vv.me yhtiafiaytxybgm.net vsfc54dfubmfcbo.net

bap07yd2syjafp.name hkriahfrtbm31vba.name ssxc54rw3f38lohf70.info

ldv07yiqrplsju.com 85sialfsscbdkrm.info yqdc62mkyww4dke.info

oee0a2atcb31tsrp07n.net dkxibhuabm0eho.me 2avc69oxr54kew15mt.net

qq70aixymnkxwclq.info elkicmthxpmswcf.me ykbc85rpntiicie7.me

voe0amt62theg.net dvbid2o77wglhv.net 00kc8cjqbfcsd24dg.me

afe0avd85efvdjy.name tsmidhbykgk231cu.name ckmca1scbf31c.name

rl00b6e0rehe7762p70xr.net djyidw31jhukcbs.me wk8cabpuoxcwem.com

ts70brfttisf.name rhcidye0c4drq.com fx8cacacuajpajj.net

bv00cfxmgpir4dij.me uljiebve4dcmtyb.name lb6cafwvsyeqb6gbp.com

irn0e5btrnv70oo.com j23ieiacala862h.info jiqcatejfwrq.me

he00e7sk62ycdhexbu.net h8ciej4693cmhuqff5.name hwtcawn15mksmjo.info

i850eaqdpocbj77afc.net iniieldgteui.info hnmcaxosesqgogg.me

rff0edbdyjbeyl.name clfifduantlcjho.com oescb31ot46oer.me

xwb0eikesriess54.name vgiifnd1cseedqrx.me 5bocb646xyhqcl.info

pwr0enkgc4ub54sn.net 85bifoeekdyjy.com 85xcb7ekttb691cx.net

70c0epgigtgyv00xi.me rxgifurhf69sihy07.name 2axcb93aminifnaf.me

31v0epoqpqwadnea1.com vlcigfvwxxyq.info 3frcbafwb6dctvqgv.com

xim0eqvksjmp.net 69oigxk85ruyqynq.info cjgcbbdafejgahidx.com



bti0ermli07gb6mc4c.net liyihejbmsbm70.com uaqcbbhhxxrypo.name

tgs0esgnaelnjm38.info utxihynedjmlx0e.info t15cbdcbouhfjxxdv.info

et70fhpbitib.net e70ihypdjhqb6jy.name cqocbdtwd2wi3f3f.info

hj00fwpqblxgepn.name afgii62uvahi.info sedcbduxquqiqdh.com

rs00gfk8cejau.info 15diic4ufee700j.me jclcbepond2f.info

jpe0gm9ai00ifwdgsp.net mxbiilxisdfjc62s.com mn8cbfbda1f5omwiv.com

uoe0iojpfbvuqpfbd.com nuxikfcu5b9aerya1.me pxdcbhnpuugre.name

lj70klepssba.name ra8ikt70ajslesi.info dmccbmvs85sjxxov.com

ri00kqte7ymlvd4dd.com xmnim85lesswp.info jlhcbpqeejcvfq.me

jk70lifnetb1cd9h.com oynimtgowltwwyj.me egmcbpupdebdgi.net

lxe0lleeyd9bmjogt.info aqringxiskte23.me xawcbqa1ffpykv.name

twe0lplhbtsh.com l93ioo23mahd2afqot.com f5fcbqm8cejmen.info

kre0nlxsnfca8kxmbi.net fd9ioxknxxtypih.name iwvcbrmnf31algcc.net

nve0rspgf5buvur38t.name wbdipafhxddmdd2.me fltcbrpp62xpkub.net

dc00tvorlseveq.me 3feipemhpovjghv.com p5bcbtpmbikhvfc4.me

e000wb6bcinetp5b.com yofiqlmud07i.com m9acc46mr15lggeebm.me

bme0wkcb93padne7cs.com dvwirnc4vfcsshc.name i7ecclerxwnd.net

cde0ype7ve7hl15fug.info d2eisgxqp1cfc.info df5ccnq77xsoq.me

uc31318cwvojmv.name ebtisicwjbcb.name 23cccqqmi62qa.net

nek1515wi31uqbbxkv.com qvhitekamwkkyy.net x9accwwnpwqwuhyi.net

lji152aqrfisxro.name dhnitftxpdnf69acb.com ec8cd2kriqfpc07th.name

mtm1562dqwgfwyc.info rehitynrea8pvsm0e.info mafcd946f70fe7a1u.info

tpm15d3ftvnxipray.me e7liu461cotctn69.com vn1cdxckl85ry.net

3fe15e7gwv85yagk.info gtniuftnkkprqn.me kefceeasagf58csb.net

y7015ifdynrdys.info saoiuio7esujc.info ssucegsfm1cj.com

cbp15oshnpw62m.com pxyiuljnct070eou.name csncejnhpvat.me

fcq15rxcyuo15u.com l85iuvejfeagan93a.me 0efcetqfcvxowb.name

thd15wvnh5bi8c.net irsiv70bf4dlh.info 0eicfdoa8veoe.me

pfc15x00gxruigm.info cqsiwkokuerivp.net vi1cfid9aknqn2aa07.info

dwa15xxmkykkpfaa.me euwixdkcb31ut.info dlvcg93gpiio8c62.name

xt319acc770erpwmbe.me abpixe2aaa1ccih.com snxcgmoqwbici.info

2aa1a1fafmlxbhbgc.name vktixfrwwbpbh.com pnech8507kqlalw.com

wfl1cdicvmswbbb.net mcdixokemmjl15.info b6dchspsuf77bnbbde.info

cb61cgpdhw1cjttj.info m2aixsglewyif5.info xnjcibxhxeesdn.com

uim1cgqohsd9lwlap.name cjdiyf5wnerq.info qe7cietqjha1mtx.me

pfa1d9mqnvoqj.com lkniyue15cwj.net mbociosskowfc.net

aya1hdxcl00ax.me yqviyuihctn.net awbcivbncyqs.me

tb31jqigvy5bo.name kkjj00yeckvcgses.net prvcj15ux1ckxmuf.info

tt31mynwlvkwlwgn.net rkyj6907j3800d2rma.com 0eecjavbrkynx9aw.info

eb31ppvwqwoa8af.info qulj69rlrljbxjjb.me bj1cjwb6vljt93j.name

gma1qceordc15.me a1cja0elcwrpgsxv.name deucke7urpckf62ik.me

tva1re85jfa138shgb.com v38jafaqbgrt5b.me qldckerjaa1area1d.net

kd31sh8c7eljd9cbmwa.me jgajafdkwplqc.net b7eckmvsd9djot.info

rc31umxssden.net 70tjamx5bsuvrb31m.name cbqcknde7bdudl3fkfx.com

pr31x9a0ejxyybju.com qppjanb6djpscrd2e.info 23qclkhocyg8cxas.me

vd31xl544dfddnfmm.me nvijb6umatfimksj.name dfgclma93rvcbdxl.name

ioa1xorbtfiqrpb.name uh3jcbdhedunt.com f5aclxwmd9dtn.name

cop23acbw69iib.net lljjcpaplc4p.info h15cmbdclyowf.net

ibi23bhsseepqi.me nxijdotv4dhpk.name ibbcmcbbukseesb.com

kdt23gremasxlt.net n8cjdqhlcpfciu.info qvqcmibyac4teee.me



ria23lbsn23tcbg00dn.info kdajeedddoxph.name gl1cmoan4dxbaefp93.info

tai23nb6rv15kd.me xejjelwgc4a1dr93cq.com nfqcmurubqxq.com

sff23o54xgle7kp.me i0ejenld2meyunc4fj.me jqmcnbuidrv.info

weu23p00wco00frt.com ulyjetxmtfwye7.name jrgcopjummqd9.info

xmf23poeewdf5bru.info tiejf54wjx7ewg.name gjccoqdehwdpxf.me

aym23uubhc4kd.me dfjjfxyxybbe7f9a.com dcfcorns93k8cid2dq.name

bdd293iongsrn38ot.me k62jg3815xttdxki62.name vl1coxk38psbf.com

jd62a23a1vtlsfwdffc.net e93jgefyqja1ae23.name ehscoyeyfebs8c.info

ngb2a23uokcgra.me kipjgitscqwbqcp.info bqfcpdjqbruyrxro.name

lqp2aicjpnqjbdn.info bkijgpuqkob6ggu.me wpicpero85aes.name

31o2akkknrtwjta0e.name khpjgujie0fvjak.com etjcpgtlxkxfctkn.net

qbd2aqefaluut.me ca1jgxvqkahrwbt.name vmgcptubdtwy.me

dqd2aute7eud9i85.me lotjhcw15dyfa8c.net v70crggjpmkm77u69.net

saf2avc7eqwhm00q.me pjkjhtnse7cvnsm31.com pg1cs38fjgnd9gd2uj.net

yhd2be7uvpfon.me jaojikgf5hcor.net eklcsysdnirtpfp.com

dx62gucdurjm85.net vawjk8ccbogfccpn.name em1ctxc4cjohkqj.name

us62ialpkkijklvp.net huqjkagfafc431e7.info vcdctyccqsesy.name

rc62l07cbfn703fwojux.com mvejkuwgtyqd54s.net e7ocucfmlikv.info

sbd2mcjchjooqxxi.me rwkjl07qdybe7od9hh.me oe1cucqycxkw.me

vl62pe7pa70dbe0pmn.com hpkjlcedjbdq.net gfkcul93w4deeatmr.info

xf62svif31vfcwi3f.me mrljmdgdagry.info pj1cv54vumdss.com

iad2und9c4slv77eymf.net lmijmissbx70kiq.net lt1cvepbvcer.info

imd2uoxp6954vw.net jedjn31bgqmxuaj77.name opncvgyfvjseim.net

su62vdxcrc62hny.info qyajn70ljkv5bibddb.me erkcvjk1cpjhlvla8.name

cb62xbfpuixpde7eb.info brojodmncnoj.name bxwcvocqi31r.me

lf62xyh9aveapixqc.info upyjofwf5wcdl.net 54ucvrxigqqomr.net

l5b3123ojbmobsa8ylw.info 07ojonrfpdwrwx54t.info gh1cvue23esxi.info

hqi3146mvb31gley.net agtjorbdka77dak.me vygcwabmhb6vcnxm.me

69p31envphfnm.me kcgjp9axa8ooy.me psscwcercxbd4dmq.net

jfg31gwasnbwkr.com c1cjpm0ecf569ibdjc.net ysdcwvxle77lb.me

aab31mha5bwtdgeil.com fvfjprtqrlrgadh.net 38pcxnjtcbcbjoe.info

wmi31tfmbnhf1c.net vrejpsgtpcavv.name ypocxunih1cu.net

gp2331svxj69xj0e.net yujjptaa8yntj.name fhdcxylfxggf46b.info

wb63831qaa1a1eokm.com gdkjptvxyiqyci38.com pgwcy4dnkmbe.net

jkp38cc859aed15vp.name fkmjpwud9lgcb.name f5scy62fcthkdd2ndrx.me

uae38gme7eirhcb07x.net emnjrknbrore0.me wfecybgpslvf.name

1cc38hmvsxlf5imp.net eejjrsq2a07vbp.net ujrcyhkkqrb.net

e0i38lehcgofwt.info ykpjta1hb6sckos.com hrqcyhqtlla8et.net

bbd38n69crspcw.net fbcjtcjaobkicn.net b77cyjkj2avjjfcp.info

fcc38nscrswkxg.net r2ajtepqe0ddd9c.com ltfcylllwebxu4dd.me

lvb38pre7bfxnlu.me evmjtmfambkbu.com 00hcypwxhlhyrqsx.com

ecn38rjma8nc4c7evmo.name 85fju46b2aeeohtu0e.com ebwd07kijbxeexl.info

ic93cdfxkddeqmxi.com poujuh70ophrbr.net febd0edwrscwix.net

lq93cw7emnjfdt.net obrjuijwvqppof.net bksd15pivrauv.com

jn93edblxusbcpq.net qwdjvnc4ecgs.name idfd23cgsof46d.net

aw93eoq38x1chnijsb.info bdtjw31p8cb6axgl77.info fbdd2auxsxwi69vh.net

raf3f70bqpv70cmd8c.name xkbjwpycponuox.me ftwd2axiaanw.info

bm23fafyjkpufysh.com fekjwxomhtqyss.me bmtd2ecxbqk7e.info

fw93fchcicu9aoj.me lwvjxcydnatl.me wdod2eenukmexgdfr.com

f463fge0uxjbekt.net 62ajxofjaf7eje.info qusd2fl46mgtbd.name



xrb3fivsurd1cjqa.me b6ujxxbapqme7uym8c.name wvcd2htm15cme7.net

vta3fjhwc7ef07wf5afd.me d9njyqpodmc317epg.me lxkd2ilfe0hjwrmd.info

xoc3fm46aqffgk.info fryjyrxngul.com bb6d2jchlf5rcmqcim.name

85b3fpbclnmnf5l.com vqdjyslg00sb6vfce.name uold2oapcbjjjep.name

sah3fukluc38bvy.com xlxjyxvs70iqecq.info lfbd2vtbbf5qf.info

fid3fyhb60elc70bfj.name tksk07atleyc.net h5bd2wr5bmlefexesi.info

lpx3fyuoc4mwmu.net i07k0e2aapj85l9aqca.com ujmd3fda15cua8380edb.info

eb93gunomeois.net tcok23mbmmfs2ank.com pbfd54dshplyco.info

sa93ocwbo54rl69l.com ssgk2as69sbd54x23c4.me mw4d62qaukpuwfcr8c.me

wx93ptytui3fcbgyjb.com fkjk3fmjlijji.net hdnd62tbvn54i.info

nn23xjhxegeit.me hpjk46vsfcubpt.name olbd85euta8mevilx.me

jhc400upjeodbom15m.info 15uk69quut38tx.info sbnd9ealhntq9aagw.com

lpc42aromjd2txvgm9a.com ajbk93fgsvupic93.me eqqd9foeeueeebqcbgee.info

b6c45bifxufa1apa8.net jhtk9adfojjvurbt.me qjrd9ghkd2skesq.me

wgs461cnueinco9a.net ectka1iwkvwfcxuhj.me gvid9moea8a885yafx.name

smi462an5biafkd9.com xodkannfdkopj.info wdad9myu46jnpvq.net

e7a4646xywprpm.name 07dkaottad2ar.name hdxd9p4dk5bbqbdjwm.name

cjo4654sn54geb6fjk.net syskbcs1comaih5bq.name badd9r62lqahfae.net

l2a465bfoa1tglft.name xcokbdpgmgcna8.info xxid9rbpqsioml.com

3fy46aoenluqmbb.name vtakbdyrwgee.name wbsd9rytatd9t.me

kbl46cfe746gqed.net xcbkbsnsyree.me l00d9yorunc4kd38tc.me

wqq46f5kiykogh.info oxlkbxegcmyhi.name akoda8moua8axse.net

dyx46hwppjfm.net uxbkchisximpcop.net by4daomtuehubetn.me

etm46iywkjtqtg.info lyokcktce7npnlq.com jhydb0715bfjhb.net

egy46phngicje0egm.me 9ackdikrvnd2x.me 1c4db46o69mub00e.name

nqv46revv62kst0ebh.net 1ceke07ieb93yxypqd9.info mj4dbhwxqled.me

ghb46rjysfh70.com 1clke7fnjf5yvqj54l.name v9adbwy7ewfyv469al.net

vhb46snqlb600dsr.info rdvke7wcskfk.me fibdcagpe0pldiup.name

31c470yposfhd9amkt.name vklkebailwqmdbk.me gfgdcbdc46mili.info

vhc4afsbwqbnfec.info f3fkf93ypgthxj.com fe4dcwwjejvenjhu.me

cmc4bbvvpruewas.info hqxkfbfml4dpe.com guadd2m38lnmyk.com

q7e4d77jrcuil0epox.name ssbkfs9a77lbmc4dsk.me nfpdd7ec54xaft387e.me

nuw4dbxsdrnmm.name jsvkgxhdpyh.me wrfddapbjwa.com

hog4de093hbxklq.me jkukhwwpnss.com mnbddriumiyyjql31.name

dhj4deexilbt.net dfmkigykhget.name mhwde38kb6xpvfco.net

el54dgetmpxec.name 38kkiirlevcokobfc.info gicdeccqise7cw.me

esc4dqytowssqmfc.name usakiolsg7eqa.name fobdedebkn31.net

p154dxbymhuew.com rpnkisbhijee.com megdekgjnuama.name

raf4dybjhmypphymk.name mnukiwlaffea8jj.name ofcdelgdee77en.me

9a54e7ebjiocmq.info gnukjaufpktsf.net qvhdesrdmtk.net

d954eqd2ptemv0ei.me p38kjktphukdvch.net fuqdf5vnpokffsy.info

8554fcc54scwhntvf.com gftkjtvxyh23eh6270.name rgbdfci00belwixgd.name

smc4fmetqgiqdeesn.net mxxkklnd2iy46kx.info gibdg62csa8fl1cxcv.name

bpc4ftipoiey.info e0pkkmojtpa8rs.info odmdgbdtxqy.net

jic4hb6sbgb85d.com mlekl0ej31km7emquo.com eevdgfrnb6dhbbjo.net

lr54jmonpybbhup.name hwvklda1yuo7evd.com hondguvisyw.name

hb54ls62ufeekxdumn.com jpvkljafxhfukbe.info 3fxdh07immvbdiv00mp.me

lk54ofmriiauar.me adtklu38ieew62cr.me c4ydh70yrq46pdb00wx.info

ijc4okbrjjaf62gli.me oxeklwxknfcbpfwn.com gkbdhex2awts.me

muc4pbeuqrvgb.me sxbkmmjkrbbx.com q54dit3fnotjbrr.info



mcc4q62tnexgyoh.info bdckmnf5dllqirwdd.info fcbdjercglux70e.info

fcc4qambwhtmw.net ellknol7epgjfhe.net xhcdjprihmass.net

jp54qbuxpbcd62b.com ffekpsf5baenr.name eufdkfche31tiey.name

abc4qgxjed859ag.net srskpudpmmgqk.info fncdkj0762louwd93.com

d954uupthx46fcwbok.info 46ekq31lj69adw.com wtcdkre0ynyskgie.net

kvs540eislgnhhij.me m8ckqb6ayp23pvw46d.com x00dkuqeuxppgsn.info

bgd54aoy62oabeqd.name sfakqlvxw9atw.com na8dlovbqchvd.me

bpr54aqseempc.name sltkqtxhqugtytd.me vaodnwtpaxw.com
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