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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation,

Plaintiff,

Civil Action No: 1:11-cv-1017 (JCC/IDD)
v.

DOMINIQUE ALEXANDER PIATTI, an
individual, DOTFREE GROUP S.R.O., a
Czech limited liability company and JOHN
DOES 1-22, CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS

Defendants.

N N N N N N N N N N N N N N N N N

BRIEF IN SUPPORT OF MOTION FOR LIMITED AUTHORITY TO CONDUCT
DISCOVERY NECESSARY TO IDENTIFY AND SERVE DOE DEFENDANTS

By this motion, Plaintiff Microsoft Corp. (“Microsoft”) respectfully requests an order
authorizing it to conduct limited discovery necessary to identify the Doe Defendants.

I FACTUAL BACKGROUND

On September 22, 2011, the Court granted an emergency ex parte temporary restraining
order (“TRO”) and on October 12, 2011 the Court granted a preliminary injunction to halt the
growth of a network of approximately 41,000 compromised computers, called the Kelihos
botnet, controlled by malicious actors. D.I. 14, 26. The Kelihos botnet at issue was capable of
directing millions of spam emails to Microsoft’s email services and its customers, infecting the
computers of Microsoft’s customers and deceiving consumers by misuse of Microsoft’s
trademarks. This activity has caused extreme and irreparable injury to Microsoft, its customers

and the public. See id.
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Pursuant to the execution of the TRO and preliminary injunction, Microsoft has also
obtained some preliminary information regarding the John Doe defendants, from the records of
the named Defendants Piatti and dotFree Group, whose services were used by the John Doe
defendants. While much of such information provided in such records was fictitious, the records
include email addresses, additional domain names and IP addresses associated with the John Doe
defendants. Additionally, Microsoft has received such information from its own investigation
and from third parties, which provide leads to be pursued through discovery, in order to identify
the John Doe defendants.

In order to identify the John Doe defendants from information such as email addresses,
domain names and IP addresses, it will be necessary to send subpoenas to third party Internet
service providers to obtain account and user information provided by the John Doe defendants in
association with such email addresses, domain names and IP addresses. For example, such
service providers often maintain billing and account information identifying the purchasers and
accountholders of such services, and maintain IP address logs reflecting the computers from
which the John Doe defendants logged into their accounts. Given that the account and user
information kept by these third party internet service providers regarding the John Doe
defendants is generally non-public, the service providers are not likely to provide it to Microsoft
in the absence of a subpoena.

Accordingly, Microsoft requests an order granting authority to serve limited subpoenas to
third party email service providers, domain name registrars and hosting companies, to pursue the
identities of the John Doe defendants. By the instant motion, Microsoft requests authority to
conduct discovery into these sources to identify the Doe Defendants. Given the state of

information currently in Microsoft’s possession, Microsoft believes that it will be able to
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identify, name and serve John Doe Defendants if granted authority to conduct limited formal
discovery for a period of 90 days.

Counsel for Microsoft has conferred with counsel for Defendants Piatti and dotFree
Group s.1.0., and has been advised that Defendants Piatti and dotFree Group do not oppose this

motion for limited discovery to identify the John Doe defendants.
II. ARGUMENT

Under Federal Rule of Civil Procedure 26(d), discovery may not normally begin “before
the parties have conferred as required by Rule 26(f).” Because John Doe Defendants in this case
are unknown to Microsoft, the conference contemplated by Rule 26(f) cannot occur. This
limitation on the initiation of discovery, however, can be waived under Rule 26(d) by Court
order.

Courts recognize that, in certain situations, the identity of the defendant may not be
known prior to the filing of a complaint. In such circumstances, courts authorize a plaintiff to
undertake discovery to identify the unknown defendants. In Gordon v. Leeke, 574 F.2d 1147,
1152 (4th Cir. 1978), the Fourth Circuit explained that, if a plaintiff states a meritorious claim
against an unknown defendant, the Court should allow plaintiff to ascertain the identity of the
unknown defendant through discovery. Courts in this Circuit have also recently authorized
parties to conduct discovery based on computer IP addresses, in order to assist in the
identification of John Doe defendants. See Arista Records LLC v. Does 1-14, 2008 U.S. Dist.
LEXIS 102974 (W.D. Va. 2008) (granting discovery to identify John Does based on IP
addresses); Virgin Records America, Inc. v. John Doe, 2009 U.S. Dist. LEXIS 21701 (E.D.N.C.
2009) (same).

This Court has granted John Doe discovery used to identify registrants of Internet
domains supporting a botnet in a prior case. In Microsoft v. John Does 1-27, Case No. 1:10-cv-
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00156 (E.D. Va. 2010, Brinkema, J.), this court recognized the benefit of such discovery and
ordered similar discovery so that Microsoft could investigate the identities of registrants of a
number of Internet domains used to perpetuate the harmful “Waledac” Botnet. See D.I. 40 in
Microsoft v. John Does 1-27, Case No. 1:10-cv-00156 (Anderson, J.) Likewise, in the instant
matter, it is appropriate to grant Microsoft authority to conduct limited discovery to identify the
Doe Defendants. Microsoft seeks only a limited discovery period of 90 days, during which it
will move forward diligently with subpoenas to third-party internet service providers to identify
the John Doe defendants.

1. CONCLUSION

For the reasons set forth herein, Microsoft respectfully requests permission under Rule
26(d) to conduct such discovery for a period of 90 days, as may be necessary to identify and

serve the Doe Defendants. An appropriate order is attached for the Court’s signature.
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Dated: October 24, 2011 Respectfully submitted,

/s/ Rebecca L. Mroz

REBECCA L. MROZ

Va. State Bar No. 77114
CHRISTOPHER M. O’CONNELL
Va. State Bar No. 65790

Attorneys for Plaintiff Microsoft Corp.
ORRICK, HERRINGTON & SUTCLIFFE LLP
Columbia Center

1152 15th Street, N.W.

Washington, D.C. 20005-1706
Telephone:  (202) 339-8400
Facsimile: (202) 339-8500
bmroz@orrick.com
coconnell@orrick.com

Of counsel:

GABRIEL M. RAMSEY
(admitted pro hac vice)
JACOB M. HEATH
(admitted pro hac vice)
ORRICK, HERRINGTON & SUTCLIFFE LLP
1000 Marsh Road

Menlo Park, CA 94025
Telephone:  (650) 614-7400
Facsimile: (650) 614-7401
gramsey(@orrick.com
jheath@orrick.com
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CERTIFICATE OF SERVICE

I hereby certify that on this 24th day of October 2011, a true and correct copy of the
foregoing pleading or paper was served using the Court’s CM/ECF system, notice of such
filing to the following parties and third parties by publication, electronic means and personal
delivery:

Dominique Alexander Piatti

c/o

James T. Bacon

Warner F. Young, III

Allred, Bacon, Halfhill & Young, PC
11350 Random Hills Road, Ste. 700
Fairfax, Virginia 22030

dotFree Group s.r.o.

c/o

James T. Bacon

Warner F. Young, III

Allred, Bacon, Halfhill & Young, PC
11350 Random Hills Road, Ste. 700
Fairfax, Virginia 22030

John Doe Defendants 1-22

e http://www.noticeofpleadings.com
flyzOmt4db6aalb61833@0qjij874d9300d54bd95.privatewhois.net
0q9wmmx4db6aalb6b08e@o0qjij874d9300d54bd95.privatewhois.net
n8h23tc4db6aalb675f5@oqj1j874d9300d54bd95 .privatewhois.net
nomklo44e314{83cfc56(@o0qjij874d9300d54bd95.privatewhois.net
c6e5z0k4e314183d3306(@0qjij874d9300d54bd95.privatewhois.net
kh91bdf4e314183d2364(@0qjij874d9300d54bd95.privatewhois.net
Int5tmn4da33006da6ad@o0qjij874d9300d54bd95.privatewhois.net
hh7429m4da33006dc613(@0qjij874d9300d54bd95.privatewhois.net
e2m0ez64da33006dbb39@0qjij874d9300d54bd95.privatewhois.net
hzteezh4daSe55a43a3f(@o0qjij874d9300d54bd95.privatewhois.net
otqbyon4da5e55a480d4(@0qjij874d9300d54bd95.privatewhois.net
klwwh2i4da5e55a449e3@o0qjij874d9300d54bd95 .privatewhois.net
itamzrl4da5e558b33c0@oqj1j874d9300d54bd95 .privatewhois.net
yvamaby4daSe558baddc@oqjij874d9300d54bd95.privatewhois.net
hwhmpus4da5e558b952a@0qjij874d9300d54bd95.privatewhois.net
sk2xcdp4dbbaalela72d@oqjij874d9300d54bd95.privatewhois.net
satostb4db6aalelc673@0qjij874d9300d54bd95.privatewhois.net
ka94bx44dbbaalelb6f3(@0qjij874d9300d54bd95.privatewhois.net
ugz6k834dbbaalbdf3db@o0qjij874d9300d54bd95.privatewhois.net
klabhbh4db6aalbel2f3(@0qjij874d9300d54bd95 .privatewhois.net
w5n0ngqg4dbbaalbe078a@o0qjij874d9300d54bd95.privatewhois.net
nmpzuvs4db6aale9484b@o0qjij874d9300d54bd95 privatewhois.net
ecvgjy74db6aale9a9e¢9@oqjij874d9300d54bd95 .privatewhois.net
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vmjy2s54dbb6aale99a3f(@oqjij874d9300d54bd95.privatewhois.net
nff7lac4dbbaal c5f121(@0qjij874d9300d54bd95.privatewhois.net
f9rcd314db6aalc61040@0qjij874d9300d54bd95.privatewhois.net
xxjkjti4db6aal c60486(@0qjij874d9300d54bd95. privatewhois.net
q5sgyzx4daSe55abaOcb@0qjij874d9300d54bd95.privatewhois.net
gh8xk5h4daSe55abbelc@oqjij874d9300d54bd95.privatewhois.net
fmci3dk4daSe55abb061(@oqjij874d9300d54bd95 .privatewhois.net
nOvo7qm4da5e55b7a191@o0qjij874d9300d54bd95 .privatewhois.net
bvdkatd4da5e55b82230@o0qjij874d9300d54bd95.privatewhois.net
w1505fm4das5e55b80ee3@0qjij874d9300d54bd95 .privatewhois.net
rsjyi9e4dbbaal d28df3(@oqjij874d9300d54bd95 .privatewhois.net
t9js2644db6aald2d019@o0q;jij874d9300d54bd95.privatewhois.net
fv88khqg4dbbaald2cOba@o0qjij874d9300d54bd95.privatewhois.net
uuyidk54da5e55939e3c(@o0qjij874d9300d54bd95 . privatewhois.net
cqvblnj4da5e5593100f@oq;jij874d9300d54bd95 .privatewhois.net
cklu2t54das5e5593e0be@o0qjij874d9300d54bd95 privatewhois.net
1z0xca94da5e559¢6462@0qjij874d9300d54bd95.privatewhois.net
typqrvm4dase559¢8f22(@o0qjij874d9300d54bd95.privatewhois.net
zzhu7vv4da5e559¢7b9b@oqjij874d9300d54bd95 .privatewhois.net
cv47vifddaSe55be3901(@o0qjij874d9300d54bd95.privatewhois.net
cvvnijf4daSe55beSbf1(@o0qjij874d9300d54bd95.privatewhois.net
lkvy5fth4daSe55bedc53(@0qjij874d9300d54bd95.privatewhois.net
dyOstoh4db6aalda2eda@oqj1j874d9300d54bd95. .privatewhois.net
02jtjp64dbbaalda7522@oqjij874d9300d54bd95.privatewhois.net
ty3s2ct4dbbaalda6199@oqjij874d9300d54bd95 .privatewhois.net
u5248i34dbbaalf24b3c(@0qjij874d9300d54bd95.privatewhois.net
bjhll334db6aal27244(@o0qjij874d9300d54bd95.privatewhois.net
oykewjr4db6aal f25ef1(@oqjij874d9300d54bd95.privatewhois.net
x1giip14e315630344b@o0qjij874d9300d54bd95.privatewhois.net
04yns804e315631095bd@0qjij874d9300d54bd95.privatewhois.net
sbh8ipe4e31563107e77@o0qjij874d9300d54bd95.privatewhois.net
pzjjnfcde3155e157ceb@oqjij874d9300d54bd95.privatewhois.net
yeij2yh4e3155e15b733(@0qjij874d9300d54bd95 . privatewhois.net
zv2eabode3155e15a79a@oqjij874d9300d54bd95.privatewhois.net
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Respectfully submitted,

ORRICK, HERRINGTON & SUTCLIFFE LLP

/s/
REBECCA L. MROZ
Va. State Bar No. 77114
CHRISTOPHER M. O’CONNELL
Va. State Bar No. 65790
Attorneys for Plaintiff Microsoft Corp.
ORRICK, HERRINGTON & SUTCLIFFE LLP
Columbia Center
1152 15th Street, N.W.
Washington, D.C. 20005-1706
Telephone:  (202) 339-8400
Facsimile: (202) 339-8500
bmroz@orrick.com
coconnell@orrick.com
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